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Discussion Questions with Suggested Outcomes
1. Why should you be concerned about security of health record data? What can happen to people whose EMR data is compromised?
Expected Outcome: Security breaches might result in lost, stolen, or compromised data. For example, a medical test may indicate that a person tested negative for HIV but someone changes the record to indicate a positive result.
Businesses can be destroyed if data they are charged with protecting is compromised. People can be embarrassed, humiliated, etc. if confidential data is made public.

Criminals may try to blackmail a person to avoid having confidential medical information made public.

Objective(s): A, 
Lecture(s)/Slide(s): 1/1-12
2. What virus protection software do you use to protect your computer? How much does it cost each year? Since you’ve installed AV software on your computer, has it been protected from attack? How do you know this?
Expected Outcome: Responses will vary. Students may list any known AV provider, paid or free.
Objective(s): B, 
Lecture(s)/Slide(s): 2/9-11
3. What type of home wireless router do you use? If you don’t have a wireless setup at home, find out what a friend or your campus is using. How did you set up the WAP to secure your wireless network?
Expected Outcome: will vary but should include comments on changing the default password, not broadcasting the SSID, and implementing WPA2 (with a shared or open PSK).
Objective(s): C, 
Lecture(s)/Slide(s): 3/4-7
4. What is HIPAA and when was it made law? Do you think HIPAA’s coverage of confidentiality and privacy is adequate? Why or why not? Do you want your EMR/EHR data stored in databases that can be accessed via the Internet? Why or why not?
Expected Outcome: will vary depending on the student’s opinion. The idea is to provoke discussion about data security.
Objective(s): D, E, 
Lecture(s)/Slide(s): 3/12-13
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